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On May 25th, 2018, the European Union (EU) rolls out the General 
Data Protection Regulation (GDPR), a necessary update to 
preexisting EU data laws. These new regulations permanently 
change the way businesses around the world collect, store, and 
use customer data, but many organizations are uninformed and 
unprepared. But the fines for violations and legal ramifications 
are too high for companies to ignore or put off making changes; 
it is crucial for businesses to address their preparedness for 
these regulations now to avoid disastrous consequences down 
the road.

The objective of GDPR is to provide citizens of the EU greater 
control over their personal information and ensure that info 
is protected. GDPR applies to commercial and governmental 
organizations that collect, store, and process data pertaining to 
EU citizens, regardless of where the organization itself is based. 
GDPR sets out eight essential rights for individuals and outlines 
new regulations for the companies handling their data. And in a 
pronounced change from prior regulations, GDPR has established 
enormous fines for non-compliance. Businesses around the 
world are scrambling to understand the breadth of GDPR and 
the impact its stipulations will have on their data processes and 
customer relations.

Below, we walk through five essential steps to putting your 
organization on the path to success with GDPR compliance.

STEP ONE
DATA DISCOVERY  
AND GAP IDENTIFICATION

STEP TWO
READY THE BUSINESS

STEP THREE
CREATE AN ACTIONABLE  
ROADMAP

STEP FOUR
TEST/AUDIT/EVALUATE

STEP FIVE
ESTABLISH METRICS AND ON-GOING 
DOCUMENTATION PROCEDURES

. .

THE ROADMAP TO GDPR SUCCESS



STEP ONE
DATA DISCOVERY AND GAP IDENTIFICATION

To know data is protected, you first must know where it all lives 
and who has access to it. Thorough data discovery and data 
mapping reveals what information your organization holds and 
tracks how it flows across systems, including any back and forth 
with third-party providers. GDPR specifies joint liability for 
organizations and their vendors, so it is vital to include partners 
in the discovery and data mapping processes. This exercise also 
helps identify gaps in current data management and serves as 
an opportunity to get rid of any data being held unnecessarily. 
Most enterprises have amassed significant quantities of both 
structured and unstructured data, so discovery must cast a wide 
net that includes cloud environments, on-prem and off-prem 
servers, and even mobile devices. It is prudent to realize that 
data classification is not a one-time exercise and will need to 
be on-going; revised processes should be designed accordingly. 
Done properly, discovery can provide the opportunity to uncover 
and clean data to lead to more streamlined processes, space for 
innovation, and lowered storage costs.

STEP TWO
READY THE BUSINESS

Findings uncovered during the discovery and gap analysis phase 
enable you to estimate the budget for your organization’s GDPR 
compliance initiative. Bolster the business case with a review 
of the new fines for infractions: 4% of global annual turnover 
or $25M, whichever is higher. Consider the establishment of a 
privacy officer or team and use this as an opportunity to revisit 
privacy and security training enterprise-wide. Estimate costs 
for new security products and services, taking care to explore 
additional compliance opportunities within existing technology 
vendor relationships.

STEP THREE
CREATE AN ACTIONABLE ROADMAP

With the business case built and data discovery and gap analysis 
complete, it’s time to implement legally defensible policies 
around the collection, management, and destruction of your 
organization’s data. Review customer-facing information, like 
privacy notices and third-party data sharing policies, and update 
them in accordance with GDPR guidelines. This is a good time 
to examine the language around consent: is your privacy policy 
easily identifiable and can customers easily demonstrate opt-in? 
The security measures built into your organization’s infrastructure 
should include safeguards to contain data breaches, access 
management capabilities, and risk assessment tools. Consider 
putting a formal information governance strategy in place.
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STEP FOUR
TEST/AUDIT/EVALUATE

Once new data security measures have been implemented, the 
testing phase begins. Conduct a thorough examination of your 
new policies and systems to see if they can appropriately respond 
to requests, audits, and retention policies. Plan and rehearse 
for failure to ensure your breach prevention and response is 
functioning as designed. Put systems in place to continuously 
document compliance strategies; under GDPR, regulators can ask 
to see this information ad hoc. Do trial runs of consumer data 
requests to ensure you are able to furnish that documentation in 
the required timeframe (typically one month). 

STEP FIVE
ESTABLISH METRICS AND ON-GOING DOCUMENTATION 
PROCEDURES

Under GDPR, regulators are authorized to perform audits at any 
time. Accordingly, organizations are compelled to continuously 
document their systems and processes for compliance. For training 
and process improvements, it is vital to create and track metrics 
that measure the performance of your organization’s data privacy 
and security programs. Meeting GDPR’s requirements should 
always be thought of as a continuous process and companies 
should ready themselves for surprise audits by continuously and 
exhaustively documenting their compliance. 

As data privacy laws around the globe continue to compel 
organizations to better protect customer data, a thoughtful, step-
by-step approach to compliance can ensure your organization 
is positioned for success. Draw on Congruity360‘s unique 
solutions and unparalleled engineering expertise to empower 
your organization to meet GDPR’s challenges head-on. Our 
comprehensive new information governance solution, Audit, 
Intelligence, Action (AIA), is built to audit, gather intelligence 
on, and take action with your data, protecting your business from 
GDPR vulnerability. Connect with our team today to design a 
winning strategy for information governance and airtight GDPR 
compliance, positioning your organization to move forward with 
a competitive advantage. 

REQUEST A GDPR COMPLIANCE ASSESSMENT

https://info.congruity360.com/gdpr-compliance-assessment-ebook2?utm_campaign=GDPR%20-%20Info%20Gov&utm_source=GDPR%205%20Steps%20to%20Success%20eBook&utm_medium=eBook

